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1) Whatare the Hardware and Software requirements to open thE-Office?

1.
2.
3.

4.

o U

~

0.

Minimum 2GBRAM 4GB RAM is recommendablequired.

Scanner is required tecanthe DAK or Letter or File.

Windows 7 andabove Operating SysterfWWindows XP also supports but the
application is very si@) required

Mozilla Firefoxweb browserwhich supports java, fast anehsy access to the-E
OfficeApplication 6 2 y QiU  dz& Sveblbrpviser (i K S NJ

Java Runtime environment for the Purpose of Digital Signature.

Adobe Acrobat Reader DC for the purpose of negdhe PDF documents which
contains the Digital Signature.

ePass Token software for the recognition of Digital SignaGeetificateToken.
Emaild, UserID and Password (will be given by the National Informatics Center,
New Delhi) is required to open the@fice Application.

Digital Signature Certificate Token is required for Digital Signature purpose.

2) Whatis Digital Signature Certificate Token?
Digital Signature Certificate Token is used to sign on the file or proceeding letter
electronically. The Qital Signature Certificate Token looks like as below.

The above DSC Token will be supplied by the State Government IT & C depdoyment
authenticating adhaar number and finger print®f the concerned persanwhich will
cost Rs. 80@vhich may increasan future) for the first time and will be renewedevery

two years. This DSC Token has the Password security to Login.

3) How to installSoftware?

ePass 2003 Softwarkisert DSC Token to the System and open the My Computer/This
PC folder on the Desktop.
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My Computer

ePass2003 Software drive will be displayed as below

— e = RN TR, e

CD Drive (H:) es2003_131127
0 bytes free of 1,98 ME
CDF5

0KS Stlraawnno RNRAROS |yR Of

< =
Uy >
A« LW

Install or run program from your media
Open AutoPlay...
Open

Proceed further by clicking on the next button till the software installation completed.
After instdlation completed a DSC Key icon will be displayed on the Task Double
click on the keyePass 2003 software window will be opened as shown below.

Certificate CN: Feitian PKI Manager - ePass2003 - 151127
Organization Name{O):

Issuer{CN):

Expired Date:

SH:

Key Usage: View Certificate

n =

|

Import Export

Change User PIN Change Token Name
Field “alue
Token Name cPass2003 ﬁﬁ'
Manufacturer Feitian Technologies Co.. Ltd
Model ePass2003 Auto
Senial Number 20F3134E00478025
Total Memory 63488
Free Memory 41984 m x

<

Analysis Tool

To Check DSC key signature of concerned person. Click on the ePass2003 and click on
the Login Buttoravailable in the Right side of the window.
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CKS tlFaag2NR tASF@EMH Ry Quily é0K|F y3IS GKS LI aas
gAftf aKz2g (GKS 02y 086 KIYtBehDSCIOKR Bepiya to sk shoswn G 2
below.

4 Token list

5.3 ePass2003

511 User Certificates
& Kurni Balaji's (n)Code Solutions CA 2014
- /4 Public Key

-7} Private Key

ePass 2003 Software Process Cormgulet t S &S R2y Qi Swfand Nhel KS LI
same will be blocked aftéen times wrongentry.

Mozilla Firefox web Browser:

Install the Mozilla firefox web browser version will be below 51.1 only. Please use the
a2F061 NB 6KAOK A a eofi®EIBofkayes faldeBftercinstallirgetie b €
browser, open the browser.

Go to the Options tab by clicking the three lines the right corner of the browser
which are shown as below.

wB $§ & 9

2 Cut [ Copy 4 Paste

- 100% +
Mew Window  Mew Private Save Page
Window
-
a8 0 o
-
Print History Full Screen

Find Options Add-ons

iKSy Of A0l 2VYy

(@]
(Y

/| ftA01 2y GKS d&a! RGFYyOSR ¢



APSRTC EOffice Manual IT Depatment

|| e Advanced
Q Search
General Data Choices Network Update Certificates
5 Content
A Applications Firefox updates:

@ Automatically install updates (recommended: improved security)
Check for updates, but let me choose whether to install them
Never check for updates (not recommended: security risk)

Show Update History

é, Advanced ¥ | Use a background service to install updates

Automatically update:

v | Search Engines|

01 2y (GUKS aGbS@SNJ OKSO1 F2NJ dzLRI i
Ayaidl tf dzLRI S aéas$hgwR befop.SI NOK 9y 3IAY
Firefox updates:
Automatically install updates (recommended: improved security)
Check for updates, but let me choose whether to install them

®  Never check for updates (not recommended: security risk)
Show Update History

Use a background service to install updates

Automatically update:

s

Mozilla Firefox installation process completed.

Java Environment installation:
Install the Javay downloading thesoftwarefroma w¢ / 2 | b ¢ -> Scwarésifalier

(For the 64 bit and 32 bit system install the 64 bit and 32 dny java software
respectively)

After java installation,@to ControlLJl Yy St @ / €t A0l 2y GKS &t NP INI
/ Hardware and Sound

%“! View devices and printers
Add a device

Adjust commonly used mobility settings

Programs
["] Uninstall a program
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It will open the following window.

5| Java Control Panel — *

pdate Java Security Advanced

About

View version information about Java Control Panel.
About...
Metwork Settings

Network settings are used when making Internet connections. By default, Java will use the network:
settings in your web browser, Only advanced users should modify these settings.

MNetwork Settings...
Temporary Internet Files

Files you use in Java applications are stored in a spedial folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...

Java in the browser is enabled.
See the Security tab

A VN

/| ftAO01 2y GKS ! LIRFGS GFro FyR dzy OKSO1l GKS

[ILLERNT R b L= LTI WuUey g iy b

[] check for Updates Automatically Advanced...

Click the "Update Mow" button below to chedk for updates. An icon will appear in the
system tray if an update is available. Move the cursor over the icon to see the status of
the update.

Click on the Java tab and click on the View button. It will show all the java versions
which are installed in your system. Check all the javai¥es, so that some versions will
be used for the some other programs or application purpose.

a/
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X

System
Fla... Product Location Path Runtime Parameters  Enabled  Archite...
1.8 1.8.0_141 |http:/fiava.... |C:\Program ... wB6_64
1.5 1.6.0_14 |http:/fiava.... [C:\Program ... x35
Goto Securitytaband chetthe 9 y I 6 £ S WI @I O2y GSyd Ay (K

£| Java Control Panel

General Update Java Security  Advanced

Enable Java content in the browser

/£ A0

— pod

2y GKS G9RAG { A0 [ Ad ¢ Typzithez y
https://eoffice.ap.gov.inand click ol KISRR é¢ 6 dzi G 2 FyR Of A O
| £ Exception Site List >

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location

"uth:-s:f,."eu:ufﬁce.ap.gu:uv.in

https: [ www, example.comjdir] or https: [www.example.com]app.html

Go todAdvanced tab and check the same options which are shown below.

(0p))
Q1
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| & Java Control Panel
General Update Java Security Advanced

Debugging

i Enable tracing

Enable logging

[] Show applet lifecyde exceptions

Jawva console
@ Show console

{_) Hide consale

() Do not start console

Default Java for browsers
i Microsoft Internet Explorer

Mozilla family

Shortcut Creation
() Always allow

) Always allow if hinted
-{_J) Prompt user

) Prompt user if hinted
) Mewver allow

JMLP File/MIME Association
() Always allow

) Prompt user

) Mever allow
Application Installation

(@) Install if hinted
() Install if shartout created

) Install if hinted and shortout
~{_) Mever install

|£| Java Control Panel

General Update Java Security Advanced

Execution Environment Security Settings
Allow user to grant permissions to signed content

Show sandbox warning banner
Allow user to accept JMLP security requests

Warn if site certificate does not match hostname
----- [] show site certificate from server even if it is valid
ixed code (sandboxed vs. trusted) security verification

{_) Enable - show warning if needed
{_) Enable - hide warning and run with protections

=

B8 (O Disable verification (not recommended)
Perform signed code certificate revocation checks on

() Publisher's certificate only

() All certificates in the chain of trust

----- (@) Do not check (not recommended)

heck for signed code certificate revocation using
Certificate Revocation Lists (CRLs)

Online Certificate Status Protocal (OCSP)

----- Both CRLs and OCSP
Perform TLS certificate revocation checks on
() Server certificate only

() All certificates in the chain of trust
(@) Do not check (not recommended)

Don't prompt for dient certificate selection when no certificates or only one exists

() Enable - hide warning and don't run untrusted code

IT Depatment
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Check for signed code certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (OCSP)

----- Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- () Server certificate only

----- () All certificates in the chain of trust

----- {®) Do not check (not recommended)

Chedk for TLS certificate revocation using

----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (OCSP)

----- Both CRLs and OCSP

dvanced Security Settings

----- [[] Enable the operating system's restricted environment (native sandbox)
----- Use certificates and keys in browser keystore
----- Enable blacklist revocation chedk

----- Enable caching password for authentication
----- Use S5L 2.0 compatible ClientHello format

----- Use TLS 1.0

----- Use TLS 1.1

----- Use TLS 1.2

Miscellaneous

----- Stare user settings in the roaming profile

----- Place Java icon in system tray

----- [] Suppress sponsor offers when installing or updating Java

I

b

/I fA01 2y GKS ! LILIX & ¢ 0oldvd Brddyiment ynBalldtittBeda 2 |
settings completed.

Adobe acrobat reader Download the Adobe acrobat reader DC framw € | b €
eoffice-> Sofwares foldeandinstall it.

4) Howto Open the EOffice Applicatior?

Double Click on the Mozilla Firefox Browser whishinstalled in system and icon
available in the Desktop.

Mozilla
Firefox

We need to remember two websites

1) https://mail.gov.in
2) https://eoffice.ap.gov.in

l'a LISNJ 6KS YSaal 35S S5 OSKHMEK EfallR UserlD Grsl a b L /
Password for the Bffice purpose.

Ex: EmailD :srinivasaraeapsrtc@ap.qov.in

-8-
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UserlD : srinivasaraapsrtc
PaSSWd *kkkkkkkkkk

For the first tine go to thehttps://mail.gov.inweb site and login witlthe UserID and
Password, received from the NICSMS to mobile numb@rfebsite will be shownas
under.

W o o
£ @GOV.IN o B %W G

SAFE Email Policies FAQ QuickSMS

o _ ) Enter your user id and password to log-in
This site can be best viewed in Firefox 3.5 and above ,IE 9 and above,chrome 18

and above. To check your browser version click here
srinivasarao-apsrtc

Profile & Last login

il Allows users to view/update their accounts profile. il ®eteeeesey |

+ Forgot ID / Password ? Sign In

L

Download Forms | Contact Us | How to get a @gov.in account]

Login and it will be taken to update profile page, whichl wéd used to change the
password and updatéhe changed passwordin case of anydeletion of the message
NEOSAOPSR FTNRBY B &nd dseiD will e pvailEbledwith-tie Head office
IT department andhe samewill be intimated the same to theneeded. Password for
the same UselD will be reset bgoncerned.The process of resetting the password will
be as follows.

Resetting the EmalD password

After opening thehttps:/mail.gov.ing S6 & A 1 ST QINHRIO 25 kit K S aw@ NR

YR Of A PASSA#P KI&KISSNE Ay 1 @

& @GOV.IN

Forgot Password

In case you have forgotten your passward, go to PASSAPP

Enter the EmailD and the Captha word displayed.


https://mail.gov.in/
https://mail.gov.in/
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#  pAss-APP

Enter your Nicemail Address and Captcha value to begin

his site is bestviewed in Firefox 3.5 and above |E 9 and above .chrome 18 and above

kbalaji-apsrtc@ap.gov.in

b6HS5c2|

wEHS5c 2 . Submit
=

Click on the Submit button and it will send the OTP to registered mobile number.
& PAss-APP

Enter your Random Number and Captcha value to begin

Your Email Address: kbalaji-apsrtc@ap.gov.in 345895

Your Mobile No_ - =208
QQssny

Please enter the code that was sent to your mobile number.

If you want to resend code to your mobile number then click here: 3
Submit

QQBs Y o

Resend Code

Click on the Submit button. It will ask to enter tNew Password and fill New password
and submit the details.

& PASS-APP

Enter your New Password and Captcha value:

|En:er Password
Enter Password according to NIC-Email Change Passward Policy
Re-Enter Password
Password Policy:

Enter the contents of the image below
Must contain Uppercase, lower case, number, Special Characters and the .
password should be atleast 8 characters Long and must not contain

dictionary word. You cannot enter your old password Submit

CH 3uMH o

Now the password will be wated. Now login into thédttps://mail.gov.inwebsite. This
Is the just act as the Email services(like Gmail) and which is the @ivevery person,
which is useful to send or receive Emails from any one and to any one.

€ @ @ httpsy//mail.gov.in/iwe_static/layout/main.htmiZlang=en&3.0.1.2.0_15121607& c Search B & & O & =
@gov‘ in Welcome BALAJI KURNI Themes Help Sign ot
(3 % 4 & Inbox
e )y GetMail ngl Write -
LA O & subject From Date A Size ! .
T kbalaji-apsric@ap.govin O Application for Password Reset nareply@nic.in 03:45 PM 28 ~
= oo (31) O Highlights of Mann Ki Baat October 2017 Prime Minister's Office 1031117 09:38 PM 20kB
B sms
i Trash m| Global Conference on Cyberspace 2017 - Webinar | Register Now  MyGov, 103017 11:40 PM 25kB
Sent [} File closure intimation eoffice@nic.in 1012717 11:47 AM 2B !
Drafts O File closure intimation eoffice@nic.in 10127117 11:45 AM 2kB sampark.gov.l
O File closure intimation eoffice@nic.in 102717 11245 AM 2B
O File closure intimation eoffice@nic.in 10i27117 11:45 AM 2kB v > Emall Campalg
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Proceeding to the Second webshidps://eoffice.ap.gov.in websitewill be usedfor the
File management System. Type thbove mentioned URL in the address bar and it will
be shown below.

Su
©Office

Govt of Andhra Pradesh

Login ID
Password @ Login

eOffice Help Desk at 9515120831, 9515120832, 9515120834, 8897811900

Login with the UselD and Password which are usedhitps://mail.gov.inwebsite. By
resetting the password in thbttps://mail.gov.inwebsite, the same password will work
in the https://eoffice.ap.gov.in website after 1 hour. Logging into the
https://eoffice.ap.gov.inwebsite as shown dew.

= @ffice

A DIGITAL WORKPLAGE SOLUTION

‘Govt of Andhra Pradesh

Login ID  kbalaji-apsrtc

Password

Press the Login button and it whlé directed to the EDffice Home page

# @ Directory  Whomto Contact ~ Employee Services  Divisions  Quick Links BALAJIKURNI »  Logout

MY SPACE Notice Board Ertb
Dashboard Airfreight-mﬂlﬂuﬁljﬂﬁw
Messages

ﬂ HELP ME TO
Shared Documents
Herts P + Download Manuals

' Apply for MHA 1D Card

FILE & DOCUMENT SERVICES
File Manzgement System
Knowledge Management System DOWNLOAD FORMS

HR SERVICES

eFile MIS Reparts

Emplayee Master Detals

-11-
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Click on théfile management Systeémwhich is availablender thedFiles and
Document ServicésTab.

FILE & DOCUMENT SERVICES

File Management System

Knowledge Management System

The Home page of the-@ffice File management system websitey default, shows the
inbox files.

5) What are the Menusin EOffice?

-12-



